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* What is SSL?
 Why setup SSL?
» How to setup SSL Certificates
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“@'9" What is SSL TS

clients and servers to communicate with each other in order

« SSL (Secure Sockets Layer): cryptographic protocol used b%/
0
prevent eavesdropping and tampering

 Deprecated. Successor is Transport Layer Security (TLS)

. Still will see TLS certificates refe_rred to as SSL certificates .

TVE BEEN POSING 1y
PUBLIC KEY FOR 15 YEARS
NOUJ, BUT NO ONE. HAS
EVER ASKED ME FOR IT
OR USED ITFOR ANYTHING
AS FAR AS T (AN TELL.
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C I i ent 1. The Client Sends hello, cipher suite, S S L
and client random
2. The Server responds by sending server S e er
random & SSL certificate (Private Key)

3. 5.
The client verifies . The server verifies
the SSL certificate 4. A Pre-master key is generated client certificate
using the public key (if required)

6. Pre-master key is decrypted
using the private key

Server SSL Certificate

7. A master key or master-secret
is in place now

8. This master key is used for
encryption & decryption

I SSL Handshake Process

gar 4 +
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Why Setup TLS/SSL in Kafka GRS

Prevent user and password from being sent cleartext over the wire when
authenticating "
o Prevents sniffing the wire for passwords (malware) WIRESHARK
O Secures Authorization _ kafia.sasl_authentication

For high volume messaglng SSL has some performance overhead

To require Iogln to Kafka, you need to |mplement SASL (Simple
Authentication and Security Layer (SASL) RFC 4422 through some
challen and response mechanlsm =

SSAPI Kerberos) G i Gt
OAUTHB ARER | S
FS)(LZARI,?\\IM (Salted Challenge Respens;_;;jt“_?-Agthentlcatlon Mechanlsm)

LDA Gk R R i ‘
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Why Setup TLS/SSL in Kafka TS

e Enable Authorization: restrict Kafka topics to certain
users through ACLs
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How To Setup SSL Certificates &&=

As of June 2021 the Apache documentation was suspect
Version 2.7 (now Version 3.0 looks more thorough)

Had very little success with it

Had more success W|th Confluent's documentatlon -
https://docs.confluent. |o/|olatform/current/kafka/authent|cat|on ssl.html

Confluent is a commercial company behlnd Kafka whose foundlng team created Kafka

Warning: The documentation mcIudes features not found |n Apache Kafka such as
Role- based Access Control S , -
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https://docs.confluent.io/platform/current/kafka/authentication_ssl.html

e Certificate: file usually in PEM

(privacy-enhanced mail) format (2 caIIout fields

many others)

o CN (Common Name): name of the object

the cert identifies
o Encryptlon Key :

e Keystore: file that contalns a Certlflcate for the Brokers

own |dent|ty

-li!'f?'“ How To Setup SSL Certificates =<

MIIEFJjCCAV6gAWIBAgIJAI1L010h5D35IMAOGCSqGSIb3DQEBCWUAMIGTMQSWCQYD
VQQGEWJIVUZEQMA4GA1UECAWHQX Ipem9uYTEPMAOGA1UEBWWGVHY jc29uMRAWDEYD
VQQKDAdOTO1STGFiMRAWDEYDVQQLDAdBTLRBUKVTMSIWIAYDVQpPoiBlrYWZrYSSh
bnRakdVzLm5vaXJsYWIuZWRIMSUwIwYJKoZIhvcNAQKBFhZhZGFtLnNjb3ROQGS5V
aXJsYWIuZWRIMB4XDTIXMDUyNjIzMDQwN1oXDTMXMDUYNDIzMDQwWNLlowgZ8xCzAJ
BgNVBAYTALVTMRAWDEYDVQQIDAdBcml6b25hMQ8wDQYDVQQHDAZUdWNZzb24XEDAO
BgNVBAOMBOSPSVIMYWIXEDAOBENVBASMBOFOVEFSRVMXI JAgBENVBAMMGWthZmth
LmFudGFyZXMubm9PODxhYi51ZHUXxJTAjBgkqhkiGO9wOBCQEWFmMFk98duc2NvdHRA
bm9pcmxhYi51ZHUwggEiMABGCSqGSIb3DQEBAQUAAL IBDWAWE g EKA0IBAQDE2Wwy
01mhLi6szm4jIKPNirstdkPDBrjail+17BQpGzoJ17SWiM27WLLdm53qprteSgno
hF/WR6R+GVNEONPGUE104Yapsodifuq93)+DLIIF85jctncmPpldm6ZF4j87Qbm3
GLr7F9333TL3UHWOYEYdYDTh8LeJz6+MACZI6iEZqttY6CCT7E]/WWpyEVWFBFf1SH
BL5VcsUwyignEpk7rm86InLSj93NFVSMQ7PI64Wh5YVbBFXOWfSWF7tEInrfF3ko
2C50ySn3EDEOqUquD5K6NN76j1021kgosIKmBZ+sTYF2fWaDi8ckc8CsfQ30T+Ki
WelrZn4NvQQmXoKrAgMBAAGjUzBRMBOGA1UdDEQWBBTBTWN j4BOJI06pZmcUyENB]
nOSbszAfBgNVHSMEGDAWEBTBTWN j4B0J06pZmcUyEhBINOSbszZAPBEgNVHRMBATSE
BTADAzmcVMAOGCSqGSIb3DQEBCWUAA4LIBAQCI367+fGwzQxpiN6owrcX6ZNcr1OH
1wd9INg5Vor3byzNOv5oRkas7qp5ynw2cGMPmEIodikB/z373rhWH4/UfbxKUUut
WPWsVFM8YG+c1VhWpGIYr2wYEWyMacC+IoD5ZqIUXIh/xzMUaxpsorxMYgUYSoPg
FkkTcIkS8tsbudmti/vU9wQr6NMEDb94Vqq7v5Ka3mPHOOdqLoOROE3MbX7YKgI46

" sP+4cDoOedoXb6+yx/1a®If/vBzGdo8gWskISNG8YB+GCqzfIQDT28a0BIUhKRes

z3qIhKjA/K5dmIsBx6uAmS//HRX2QOWIC29KvYUay6nP5t6xKIdo1k70
----- END CERTIFICATE----- :

e Truststore: f|Ie that contalns aII certlflcate a.uthorlty Gertlflcates that a machlne

should trust

Discovering Our Universe
Tnooathor




How To Setup SSL Certificates &&=

Requirements:

keytoo'l installed, comes with a JDK (Java Development Kit),
so you will need a JDK installed

openssl installed
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How To Setup SSL Certificates &&=

Generate broker's certificate with private key

Generate the certificate (containing the private key) and store into the server
keystore which will be copied to each broker In the cluster

# With user prompts

keytool —keystore kafka.server.keystore;jks'—alias.loCalhostf—keyalg RSA'—genkey

This Creates a file CaIIed a keystore f|Ie named kafka server keystore jks
(jks for Java Keystore) i b CAl

Verify: A
keytool 11 st -V —keystore kafka vsﬁrver‘}lé;_g;

!

The certificate WI|| need to be' vouched for":_b_" signmg If‘WIth e Certlflcate Aut‘horlty

Certificate in a later step ¢

10



2" How To Setup SSL Certificates =<

Create your own Certificate Authority (CA)

This certificate needs to be on the client's truststore and the broker's truststore. (A CA
"vouches" for a certlflcate's authenticity by signing it.)

By creating your own CA, you prevent having to purchase a TLS certificate or requiring
another organization to issue a TLS certificate .

You have to install it tho'ugh on ‘youf Client. If a malefactor'g'et.s this, they can attempt to
authenticate, so its value Is only to encrypt traffic to prevent sniffing the wire.

Create ca-key and '- 'caéCeft_. pm:.

openssl req -new -x509 -keyoUE ca-key —ouf ea-cert.pem ~days {validity]

Let's Encrypt is an open source Certificate Authority: Its CA is on your R R emt ool
computer that your browser knows how to lookup. There are many installed [ SRR "=
on you computer already. cert is verified by oo T R
Internet2 for example. G v g Ay

11


https://ui.adsabs.harvard.edu/

Create your own Certificate Authority (CA)
Add the CAfile to your clients:

How To Setup SSL Certificates &&=

For kafka- python the way to use the CA flle |
consumer = KafkaConsumer( my -~ top1c _ _
= = group 1d—'my group s
~bootstrap servers 1 localhost 9@92 1

;ssl gaf1lerp ;Cert pem Uy

ANTARES
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How To Setup SSL Certificates &&=

Create your own Certificate Authority (CA)
Add the CA file to your broker's truststore (so it will trust the CA)

keytool -keystore kafka.server. truststore jks —a11as CARoot —1mportcert -file ca-cert.pem

Copy kafka. servertruststore Jjks to your server ifit's not already there Reference it in

the Server Conflg /opt/kafka/conﬁg/server propert1es . ‘

ssl.truststore. locat1on /opt/kafka/conf1g/cert3rdparty/kafkafserver truststore ij

ssl. truststore password—‘<secretpassword> ;

i SRR o
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2" How To Setup SSL Certificates &<

Sign the certificate with the CA:

Now we have a certificate that we can use to encrypt the connection and a custom
Certificate Authority certificate to "vouch" for the certificate. Recall in slide 10 we
created the certificate and put it in kafka.server.keystore.jks ‘

Create a certificate signing request (CSR) from the keystore to a standalone file:
keytodl'—keystqre kafka;server.keystore.jks 4aliaS'1qcalhOSt,fcertreq,—file cert-file
Using the ca-cert.pem, ca-key, and CSR files, sign the cert b

'7"11d1ty} fCAcreateseriaL'fpassjn pass:{éa—passWord}

openssl x509 -req -CA cafcert;péﬁ;—CAkey ca-key =in cert;filé idﬁt;ééffjs%gnediéa"t
This makes the CA "vouch" for the certificate.: .

o o,
e P
n AR
e,

S RING: -
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‘02" How To Setup SSL Certificates  a=
Import the the certificate of the CA and the signed certificate into broker keystore

keytool -keystore kafka.server.keystore.jks -alias CARoot -importcert -file ca-cert.pem

keytool —keystore-kafka.server.keystore.jks —alias lbéalhdst'%impOrtCert’—fﬁle \

cert-signed.

15



How To Setup SSL Certificates &&=

Restart your brokers and validate the SSL Setup.
How to validate the SSL setup on your broker:

'openssl4s_c1ient —connect bOOStrap_servef:9092

You will see a bunch of text and in there will be Ver|f|cat|on error self Stgned_certlﬁcate |n certlflcate chaln

This is fine. openssl doesnt know about the CA we created

~ %,u'E
S Y
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You're done!

Next you will want to implement
Authentication, SASL/PLAIN is the
easilest.

To lock-down topics, you will then want to
Implement Authorization
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